Monday 29th June 14:00 - 15:30

GDPR GUIDANCE FOR THE
HOSPITALITY INDUSTRY WHEN

RECORDING CUSTOMERS DATA
(AS PER COVID TEST & TRACE GUIDANCE)
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YOUR PRESENTER

MARK GRACEY GDPR

Began working in the internet industry in the mid-90s when | joined Demon
Internet to help set up their commercial web sales and support team

Set up one of the UK's first network abuse teams (for Demon Internet) dealing
with complaints and misuse of the internet

15+ year career in internet regulation dealing with everything from internet
content liability to data protection and police liaison

I've worked with the government on behalf of the internet industry and advised
the House of Lords on internet policy matters as well as influencing the outcomes
of a number of pieces of legislation

In June 2017 set up the Digital Compliance Hub, now Mark Gracey GDPR, a
subscription-based support service, offering a data protection and privacy
compliance helpline (email and ?hone ) backed up by a library of resources
including guides, checklists, tools and templates as well as access to webinars and
other compliance tools. We also offer outsourced DPO services and pay-as-you-
go support.

RELEVANT EXPERIENCE

Became a Data Protection Manager when the 1998 Act came into force, ensuring
ongoing compliance as well as working with government and law enforcement
with access to communications data and issues with data retention

Eomputer Science Degree & Masters Degree in Computer and Communication
aw



WHAT'S THE
PROBLEM?



@iéé’ig% GOVERNMENT GUIDANCE

The opening up of the economy following

the COVID-19 outbreak is being supported by NHS
Test and Trace. You should assist this service by
keeping a temporary record of your customers and
visitors for 21 days, in a way that is manageable for
yvour business, and assist NHS Test and Trace with
requests for that data if needed. This could help
contain clusters or outbreaks.

Many businesses that take bookings already have
systems for recording their customers and visitors
- including restaurants, hotels, and hair salons. If
you do not already do this, you should do so to help
fight the virus. We will work with industry and
relevant bodies to design this system in line with
data protection legislation, and set out details

shortly.

https://www.gov.uk/guidance/working-safely-during-coronavirus-covid-19/restaurants-offering-takeaway-or-delivery



“GRACEY THE GDPR PROBLEM

GDPR

Will you be using paper, an app, a

/spreadsheet, or something else?

Recording data
you've possibly
not needed
before

No clear

guidance on THE GDPR Handling data

what's expected according to UK

from the the PROBLEM law

Government

Dealing with
NHS Test &
Trace




GDPR RECAP



@i@éﬁséy GDPR ESSENTIALS

GDPR

Data that identifies an individual

/

Personal Data e.g. health, sexual orientation,
religious beliefs, etc.

An organisation used by the Data
Controller to process their data

\

Special

Data Processor Category Data

Everything you do with

T thedata

Data

Controller TSI

The organisation which is /

processing the Data

Subject’s personal data .
Data Subject

\ The individual whose personal data is

being processed



@Ga“égggy GDPR ESSENTIALS

ALSO: Rules about data
transferred outside the
EEA (adequacy,
agreement, contract)

All processing must be legal, and you

/ must be open about it
Lawful, fair &

transparent You or.mly process data for
the original purpose you
have collected it

You have to be able to demonstrate
your compliance

Specific
purpose

e

All processing has to
be done securely

You only process data
that you actually need

pu

Relevant

.

Retention
\ All data must be kept up to date and
You should only keep data / accurate
for as long as it’s lawful for

you todo so



@F:;;“S’REEY GDPR ESSENTIALS

GDPR

Data Subject gives you

/ permission to process the data

PLUS: Additional
conditions for processing

special category and
criminal offence data

Processing necessary to
deliver a service, or enter
into a contract

Legitimate

/ interests

The Data Controller is able to
demonstrate it is in their interest
to process the data, but without

detriment to the Data Subject LAW F U L
BASIS

I—_ega_l - Processing necessary
obligation to comply with law

Processing carried out by /

public bodies to fulfil their .
public duties Vital

interests
\ Processing necessary for the
interests of the Data Subject (e.g. “life

or death”)



@FQSQEEY GDPR ESSENTIALS

GDPR

To know how their data is being
processed = privacy policies

Rights relating to %E«Eﬁfﬁe%e To know if processing data

automated decision about them and to receive
making and copy of data

profiling) Right of
access (SAR)

To prevent further
processing (e.g.

unsubscribe)

To have data corrected

S

INDIVIDUALS’ Right of
RIGHTS rectification

To have a copy of Right to
their data in machine \ erasure (to be

readable form forgotten) \

RS To have data deleted if no longer
To have control over how /

restrict
processing needed
their datais processed

10
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GDPR ESSENTIALS

AND: Obligations to
consider if breaches
reportable

Maintaining your —»
compliance, always!

ICO, sector and
other best practice

\

Data processing risk

assessments \

Make sure processors are /

GDPR compliant and there
is a contract (DPA) in place

Someone taking responsibility for
/ your data protection compliance
Data Protection

Officers (DPO) Understanding what data

you have and how you
/ process it

Audit & document

Where legitimate
interest is your lawful
basis for processing

Legitimate /

ACCOUNTABILITY Interest
Assessments (LIA)

Policies & training

Processor due

- Internal policies and training for all
diligence &
contracts staff

11



GDPR
APPLICATION



(e APPLYING GDPR

Legal obligation? Contract?

Which lawful

basis? Are you only processing this
h h . / datafor NHS Test & Trace
Choose the ",‘°St apprgprlate reasons? Will you want to
for the way you're recording the

use if for other purposes?
data and who has access to it pure

T Security

What

purpose?

What do you need to

. record? Do you need
WI|,| depend on how torecord everyoneina

you're recording the party or just the lead?

information \ /
What are you
collecting?
Dealing with
individuals’ Retention
You'll need a privacy rights Government guid i
anceis 21 days

statement, subject access / \ Y & I Y

policy, etc.

13
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APPLYING GDPR

‘ lniteln il bl

‘ What purpose?
\

‘ What are you collecting?

|
‘ Retention
[

‘ Dealing with individuals’ rights
[

I

14



@?’G“S’REEY WHICH LAWFUL BASIS?

GDPR

Not appropriate because they

/can say no...

If you are only allowing

people in if they pre-book

then it would be a conditior
/of booking

Consent

Vital
interests

Can’t be used if you are /

able to ask the individual

Contract

Legal

obligation

\ Are you compelled by Health & Safety
law? Guidance is guidance, it isn’t
mandatory 15
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PURPOSE FOR PROCESSING

/—\ /data?

Guidance

requires it

But what if you want to do
something else with the

implications for
other processing
activities

16



@:::;;“S’XEEY WHAT ARE YOU RECORDING?

GDPR

Probably all Test & Trace
require

Name and =l

phone

number?
Not clear if you have to
Guidance is 21 days record all parties

How long Everyonein
the party or

just the lead?

are you
keeping it?

Paper? App? Computer? HOW are you
I recording?

17



| e CONSIDER INDIVIDUALS’ RIGHTS

GDPR

You'll need some kind of statement
about why you’re recording details

Right to be

informed

What if someone
says no? The customers will be able
\ to exercise this right and so
/ you'll need a process

Right of

access (SAR)

Right to
erasure (to
This will not apply if legal / be forgOtten)

obligation is the lawful
basis 18



@F:'G“SQEEY APPLYING ACCOUNTABILITY

GDPR

You'll need to keep a record of this
processing (add to your existing data
inventory)

Train your team. Implement
/ internal policies

Documentation

Policies &

Dealing with

breaches training

How are you
maintaining your
compliance?
Day today and Processor due
ongoing diligence &
compliance contracts
Data Protection If you're using an app or hosting
service

Impact

. Assessments
Carry out arisk

assessment and document
how to mitigate the risks
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APPROPRIATE SECURITY

PLUS: How do you deal
with NHS Test & Trace
requests?

Device security e.g.

passwords \

Paper

What about other customers viewing

/ the data?

Where’s the data stored?

/ Due diligence?

20
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GDPR IN PRACTICE: SUMMARY

Decide on your method for
recording customer data

Carry out arisk assessment (Data

Protection Impact Assessment
(DPIA))

Put processes in place for common
compliance activities (e.g. dealing
with breaches, subject access, right
to erasure, etc.)

Determine your lawful basis for
processing and apply the data
protection principles

Put in place a process to ensure
datais deleted at an appropriate
time (e.g. 21 days)

Put in place a privacy statement to
inform customers what you’ll use
their data for

Train your staff about GDPR basics
and what the data can and cannot
be used for

ocr AT O =

Carry out due diligence on any
third-party processors who may be
collecting or storing your data

Put in place a process for dealing
with NHS Test & Trace

= | N0 | 00 N | O

Keep up to date on government or
ICO advice

21



HERE TO HELP



MARK GRACEY GDPR

GDPR DIY GDPR HELPLINE GDPR DPO GDPR PAYG

Practical GDPR & ePrivacy support and advice whenever you need it

TO FIND OUT MORE: https://markgraceygdpr.co.uk/services/




Tuesday 30th June 12:00 - 13:00

BACK TO WORK:

COVID-19 & GDPR COMPLIANCE

=> MARK
@-‘GRACEY
GDPR https:// markgraceygdpr.co.uk




TIME FOR
YOUR
QUESEIONS
DISCUSSION
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Mark Gracey GDPR
hello@markgraceygdpr.co.uk



