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YOUR PRESENTER

MARK GRACEY GDPR

Began working in the internet industry in the mid-90s when | joined Demon
Internet to help set up their commercial web sales and support team

Set up one of the UK's first network abuse teams (for Demon Internet) dealing
with complaints and misuse of the internet

15+ year career in internet regulation dealing with everything from internet
content liability to data protection and police liaison

I've worked with the government on behalf of the internet industry and advised
the House of Lords on internet policy matters as well as influencing the outcomes
of a number of pieces of legislation

In June 2017 set up the Digital Compliance Hub, now Mark Gracey GDPR, a
subscription-based support service, offering a data protection and privacy
compliance helpline (email and ?hone ) backed up by a library of resources
including guides, checklists, tools and templates as well as access to webinars and
other compliance tools. We also offer outsourced DPO services and pay-as-you-
go support.

RELEVANT EXPERIENCE

Became a Data Protection Manager when the 1998 Act came into force, ensuring
ongoing compliance as well as working with government and law enforcement
with access to communications data and issues with data retention

Eomputer Science Degree & Masters Degree in Computer and Communication
aw



GDPR RECAP



@%“S’RSEY GDPR ESSENTIALS

GDPR

« DPO

Data that identifies an individual
* Documentary evidence of processing
* LIA

* Policies & training Protects

* Processor due diligence & contracts Personal Data * Fair, lawful & transparent
« DPIA * Specific purpose
» Codes of practice \ * Relevant
* Dealing with breaches / e Accurate

* Plus, rules about non-EU
Data processing

* Retention
Accountability Protection

* Security
* Accountability
Principles

* Consent
Right to be informed - . Eontlrag’f. y
Subject access right Individuals’ . * Legal obligation
Right to erasure and portability rights Lawful Basis . Vltal'lnterests
Right to rectification, object 0/ * Publictask

restrict processing * Legitimate interest

Rights about automated decision
making & profiling



SO WHAT'S THE
PROBLEM?



“GRACEY RECORDING EMPLOYEE COVID DATA

GDPR

Recording
employees'
temperatures or
tests

RECORDING What you

General GDPR record when
compliance EM PLOYEE someone callsin

COVID DATA e T

Dealing with
NHS Test &
Trace




THE GDPR
CHALLENGE



HOW DOES GDPR APPLY TO COVID TESTING?
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All processing has
to be lawful

Technology &
monitoring
restraints

You need to
demonstrate your
practices are
compliant

You're processing
special category
data

You have to be
clear on your
purpose

You need to tell
your employees
what you'll be
doing




@F:e“éﬁﬁéy WHICH LAWFUL BASIS?

GDPR

Rarely appropriate when

/dealing with employee data

Unlikely to be part of an
employee contract

/

Legitimate

/////' interests
Most likely (as there is no legal
requirement to test employees)

LAWFUL
BASIS

Legal .
Could be if you can
. . «— 2
obligation proveit's a
requirement of law
/ (e.g. H&S)
N/A

Vital
interests

\ Not applicable as only applies when

you can’t ask the Data Subject



@:iiiégggv HANDLING SPECIAL CATEGORY DATA

As per previous slide

K////

Requires
lawful basis

Article 9(2)(b) “Employment,
To document your S P EC IA L social security and social
processing activities CATEGORY Fro;"ection (if authorised by
aw,
DJAY WA

an ...and a
appropriate special

policy condition
document
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(N WHAT'’S YOUR PURPOSE?

GDPR

Is your
processing Do you need to keep this?
necessary? Will it be part of employee’s
file?
You have to be able to demonstrate I
your purpose is valid What will you
do with the
All processing has to
be done securely PURPOSE Is there are reason you
\ PRINCIPLE need torecord it all?
Do you need to «—

keep the data?

What do you
Retention dowith a

positive result? . . .
How will you process any information

which is a positive Coronavirus test?

You should only keep data /

for as long as it’s lawful for
you todoso 11



@&  YOUREMPLOYEES' RIGHTS WILL APPLY

GDPR

. . Right to be
Rights relating to informed
automated decision
making and .
profiling) Right of

access
(SAR)

To prevent further
processing (e.g.

unsubscribe)

To have a copy of Right t&
their data in machine \ erasgre o
S

readable form
forgotten)

Right to
restrict
processing

To have control over how /

their datais processed

To know how their data is being
processed = privacy policies

INDIVIDUALS' Right of
RIGHTS rectification

To know if processing data
about them and to receive
copy of data

To have data corrected

S

To have data deleted if no longer

12



@::E“S’XEEY PROVING YOUR COMPLIANCE

GDPR

You'll need to document you're
processing this data

Data
inventory

Showing legitimate interest

/ is correct lawful basis

Legitimate
Dealing with Interest
breaches Assessments
(LIA)

GDPR obligations to

report certain breaches \

ACCOUNTABILITY

Have aninternal policy
that covers this kind of

Documenting your \ Data processing
risk assessment of 3
the processing Protection 4/

Impact

Assessments
(DPIA)
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@ G“Q’QSEY TECHNOLOGY & MONITORING EMPLOYEES

Has to be necessary, proportionate
and expected

Monitoring
of
employees
has to be

necessary Employees may not expect

to be monitored using tech
/ (e.g.camera, CCTV)

If thereis, use that

.

Are there

Is there an less privacy

easier way? intrusive
ways?

TECHNOLOGY

CONTRAINTS

You have to be careful if
you have tech that may

?izlil;r:;r;?r?]gezgg; \ 5 Data. enable you to ascertain an
P Rp——— rotection Internal / infected employee’s

Impact tracking of whereabouts
Assessments infection?

(DPIA)
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(R TELLING OTHERS

GDPR

Keep information to a minimum

To

employees

Be careful what you give COMMUNICATING
LGB Il INFECTION MEveaEkET

\ process in placein

case you are
contacted

15



HERE TO HELP



MARK GRACEY GDPR

GDPR DIY GDPR UNLIMITED GDPR PAYG

Practical GDPR & ePrivacy support and advice whenever you need it

TO FIND OUT MORE: https://markgraceygdpr.co.uk/services/




GDPR & PRIVACY SUPPORT NETWORK

Your right to be informed
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Find out more: https://markgraceygdpr.co.uk/article-13-club/



R WEEKLY WORKOUTSLES

G
EXERCISE YOUR COMPLIANCE MUSC
Weekly GDPR training
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Find out more: https://markgraceygdpr.co.uk/gdpr-workout/ 19




TIME FOR
YOUR
QUESEIONS
DISCUSSION
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Mark Gracey GDPR
hello@markgraceygdpr.co.uk



